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Overview

• Relating cybersecurity to water.
• Sustainable Development Goal.
• Early integration needs.
• Key thematic debates:

• Water for Prosperity.
• Water in Multilateral Processes.

• Women involvement.



Relating Cybersecurity to Water - 1
• Systems used for distribution of water is as 

important as the other aspects of water.
• Systems’ digital security is also very 

important.
• Many digital devices are used. 
• Physical security is a part of 

cybersecurity.
• A highly secure digital system is needed.
• Important:

• Employee mindset and training
• Digital security needs

• Example of U.N. related funding exists:
https://www.undp.org/north-macedonia/projects/cybersecurity-water-
services-management
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Relating Cybersecurity to Water -2
• 2024–2025 Cyber-Water Security in Fiji

• In 2025, a project for improving 
cybersecurity capability in the pacific island 
countries was initiated.

• Enhance cybersecurity including  water 
management

• Prepare for ransomware and attacks. 
• Projects involve: IoT and digital systems that 

face rising cyber threats 
• Key aspects of critical infrastructure risk
• National strategy and protection
• Regional collaboration
• Infrastructure rollout and security

https://www.facebook.com/FijiGovernment/posts/project-for-improving-cybersecurity-
capability-in-the-pacific-island-countriesth/1147262277437968/



Sustainable Development Goals (SDG)
• Target 6.a is International Cooperation & 

Capacity-Building
• Target 6.5 is Integrated Water Resources 

Management
• Target 6.b is Local Engagement
• How does cybersecurity relate to SDG-6?

• Key connections
• Challenges

https://innoveox.eu/contributing-to-the-un-sustainable-development-goal-6-clean-water-
and-sanitation/



Early Integration Needs
• Cyberthreats are increasing…
• Government organizations – Very important!
• Private organizations – Also important!
• It takes time to change organizational culture:

• Roles of humans.
• Digital devices.
• Design and development of water 

management systems.
• Cybersecurity tools and software.
• AI.



Key Thematic Debates – Water for Prosperity  

1. Economic Stability.
2. Operational technology security 

of systems that manage water 
distribution and treatment:

• Human-machine interfaces. 
• Supervisory control.
• Data acquisition.

3. Resilience Planning: Utilize cyber 
risk management into the general 
utility management including 

• incident response plans, 
• asset inventories, and 
• employee training.

https://www.unwomen.org/sites/default/files/2025-03/policy-brief-mainstreaming-gender-
equality-in-water-resources-management-en.pdf
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Women Involvement

1. Man is predominantly involved in 
cybersecurity.

2. Misconception: Cybersecurity is not 
necessarily programming/coding driven 
that you see in the movies!

3. Women involvement is needed for 
improving organizational infrastructure.

4. Diversity and diversified thinking 
enriches the culture!



Thank you!
Any Questions!
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