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Overview

* Relating cybersecurity to water.
* Sustainable Development Goal.
* Early integration needs.

* Key thematic debates:
* Water for Prosperity.
 Water in Multilateral Processes.

* Women involvement.




Relating Cybersecurity to Water - 1

* Systems used for distribution of water is as
important as the other aspects of water.

* Systems’ digital security is also very
important.
* Many digital devices are used.
* Physical security is a part of
cybersecurity.
* A highly secure digital system is needed.

* Important:
* Employee mindset and training
* Digital security needs

 Example of U.N. related funding exists:

%Nonh Macedonia WHOWEARE ~ WHATWEDO  OURIMPACT  GETINVOLVED

https://www.undp.org/north-macedonia/projects/cybersecurity-water-
services-management
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Relating Cybersecurity to Water -2

* 2024-2025 Cyber-Water Security in Fiji

In 2025, a project for improving

cybersecurity capability in the pacific island

countries was initiated.

* Enhance cybersecurity including water
management

* Prepare for ransomware and attacks.

* Projects involve: loT and digital systems that
face rising cyber threats

Key aspects of critical infrastructure risk
National strategy and protection
Regional collaboration

Infrastructure rollout and security

Fiji Government's Post X

Fiji Government @
June 24,2025 - @
PROJECT FOR IMPROVING CYBERSECURITY CAPABILITY IN THE PACIFIC ISLAND COUNTRIES

The Record of Discussions (R/D) for the Technical Cooperation Project for Improving Cybersecurity
Capability in the Pacific Island Countries was signed today (24.06.25) between the Japan International
Cooperation Agency (JICA) on behalf of the Government of Japan and the Ministry of Policing on
behalf of the Government of Fiji.

The Permanent Secretary for Policing, Mr. Beranado Daveta, and the Resident Representative of JICA,
Mr. Satoshi Wakasugi, participated in the signing.

The signing of the R/D not only signifies the long-standing bilateral relations between both
governments but also highlights the importance of regional and international cooperation in
addressing prevalent cyber threats and risks in the Pacific.

The project aims to improve the cybersecurity capabilities of Critical Information Infrastructure
operators and government stakeholders in Fiji and other Pacific Island countries. These will be
conducted through trainings, programs and seminars that focus on cybersecurity incident response
and raising cybersecurity awareness for citizens and vulnerable groups, such as women, youths and
others in cooperation with local and regional partners.

Read more on: https://bit.ly/4en6NPi
To access PS Daveta's statement: https://bit.ly/44cBW31

#peoplescoalition #FijiNews #GovernmentNews
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https://www.facebook.com/FijiGovernment/posts/project-for-improving-cybersecurity-
capability-in-the-pacific-island-countriesth/1147262277437968/



Sustainable Development Goals (SDG)

* Target 6.ais International Cooperation & 6.1 wEommm oo sumos

FORALL

Capacity-Building

* Target 6.5 is Integrated Water Resources

MORE LOCAL
Management 6.8 runceim

. CLEAN WATER
* Target 6.b is Local Engagement AND SANITATION

* How does cybersecurity relate to SDG-67
* Key connections
* Challenges

https://innoveox.eu/contributing-to-the-un-sustainable-development-goal-6-clean-water-
and-sanitation/



Early Integration Needs

 Cyberthreats are increasing...

* Government organizations - Very important! <~ Global Secure Shield > 2‘2:1

* Private organizations — Also important! Compater Sacutity T P
v ata rrotection

* |t takes time to change organizational culture:

* Roles of humans. -4_ =8 = _,“
Digital devices. JIEL

. Mobile Security _ Security Padlock
* Design and development of water Cybersecurity
management systems. ﬁ(_ l f.‘
* Cybersecurity tools and software. i

Secure Payment

° Al Antivirus Firewall Online Privacy



Key Thematic Debates — Water for Prosperity

—
.

Economic Stability.
Operational technology security
of systems that manage water
distribution and treatment:

* Human-machine interfaces.

* Supervisory control.

* Data acquisition.
Resilience Planning: Utilize cyber
risk management into the general
utility management including

* incident response plans,

* assetinventories, and

* employee training.

https://www.unwomen.org/sites/default/files/2025-03/policy-brief-mainstreaming-gender-

equality-in-water-resources-management-en.pdf

¢
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POLICY NOTE

Mainstreaming gender equality in water

resources management
Global status and 7 pathways to progress

This policy note is a call to action for all practitioners working in water management and gender mainstreaming
worldwide. With only five years left to achieve Sustainable Development Goal (SDG) 5 on gender equality

and SDG 6 on water and sanitation, urgent action is needed to scale up efforts and accelerate joint progress.
Drawing on the latest assessment of SDG indicator 6.5.1 on integrated water resources management (IWRM)
and country-level insights, this note highlights key challenges in gender mainstreaming within water resources
management and identifies powerful enablers of progress towards both goals. These enablers include
fostering political will at the highest levels, developing detailed plans with dedicated budgets, and ensuring
effective participation of women and parity in decision-making and technical roles. Additional enablers, such
as collaboratlon and partnershlps across mstltutlons on gender equallty robust monltonng and education

SUSTAINABLE ™
DEVELOPMENT ' ALS
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Key Thematic Debates — Water in Multilateral

Processes

1. Systems are integrated.

2. Multiple systems are
included in the water
processing.

3. Regulatory Compliance
& Enforcement.

4. Policy Development.
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Women Involvement

1. Manis predominantly involved in
cybersecurity.

CYBERSECURITY IS NOT WHAT
YOU THINK

Movies. Social Media. Reality is different.

2. Misconception: Cybersecurity is not
necessarily programming/coding driven
that you see in the movies!

3. Women involvement is needed for
improving organizational infrastructure.

4. Diversity and diversified thinking
enriches the culture!




Thank you!
Any Questions!
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